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What doesOnline Crime look 
Like?
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Why Attack You?

ÅMoney

ïLot of money waiting to be made (stolen) when 
ecommerce and banking is compromised

ÅPower

ïISPs, Network operators and Internet users can 
be hijacked and forcibly redirected

ïReduce credibility and erode trust

ÅControl

ïSpy on your customers without their knowledge 
or control
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Criminals are infecting systems 

faster than ever

4
Source: Arbor Networks, Jan30, 2009Conficker Botnet Spread: More than12 million hosts
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http://asert.arbornetworks.com/2009/01/two-weeks-of-conflicker-data/
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é and they are targeting YOUR 

networks
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http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking

2009-2010
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They are using sophisticated 

techniques
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Source: APWG

Phishing-based Trojans and Downloaderôs Hosting Countries (by IP address), 2009
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é and increasing their capacity
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Source: APWG


