@ @ @ Transforming communications
for a world that's always on.

IPv6 Multicast Tutorial
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Agenda

IPv6 Basics: header format/addressing
What is multicast ?
MLDv1/v2

Multicast Forwarding and PIM
PIMSM (ASM: Any Source Multicast)
PIMSSM (SSM: Source Specific Multicast)

MLD Snooping

IPv6 Multicast Configuration and Show commands,
Trouble shooting

Failure case study

Consideration in deploying IPv6 multicast to SP network
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|IPv6 Basics
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IPv6 Header Format

01234567 89012345617 890123456789201

Version

Traffic Class

Flow Label

Payload Length

Next Header

Hop Limit

Source Address

Destination Address

Newly defined field in IPv6

Field name is changed in IPv6

# header length is fixed in IPv6
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IPv6 Address notation

IPv4 address notation #pl ease r ef ekawanura-ipv6fiektr aefptr e s e n't
Binary digit notation(32bits)

11000000 10101000 00000000 00000001

. -For every 8bit s, di splay i n deci ma
192.168.0.1

IPv6 address notation
Binary digit notation(128bits)

0010000000000001 0000110110111000 10111110111011121 1100101011111110
0000000000000000 0000000000000000 0O00000000000000 0001001000110100

. -For every 16bits, display i:0@ Hex n
2001:0db8:beef:cafe:0000:0000:0000:1234

v - Leading zero in 16bits field can be abbreviated.
2001db8:beef.cafed:0:0:1234

. -Compress theozeros with i
2001:db8:beef:.cafe1234
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IPv6 Address

IPv6 Address Architecture

Global Routing Prefix Subnet ID Interface ID
Network Identification Node ldentification
< > " € >
64 bits 64 bits
<< >
128 bits
Prefix

Upper 64 bits with Global Routing Prefix + Subnet ID

IPv6 Address categories
Unicast Address one to one communication
the Address for each network interface
Global Address, Link-local Address, Unique Local Address
Multicast Address one(or Many) to Many communication
receiving hosts are identified by Group Address
Al so used as alternative way of | Pv/

Anycast Address one to one of many communication
can be configured on multiple intertf
@ @ @ Transforming communications

for a world that's always on. Alcatel-Lucent @ 6



Unicast Address Format

Global Unicast Address

oo1/ Global Routing Prefix Subnet ID Interface ID

(3bits) 48bits 16bits 64bits
- Global address (ex) 2001:db8::1

Link-local Unicast Address

1111111010 0 Interface ID

10bits 54bits 64bits

Unique within one Link (fe80::/10)
It is used for the communication within the link.

Unique Local Unicast Address(ULA) [RFC4193]

1111110fL Global ID Subnet ID Interface ID

8bits 40bits 16bits 64bits
L bit:0 future use 1 Locally assigned pseudo-random Global ID
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Multicast Address Format

Multicast Address

Flag
11111111
ORPT scope Group ID
8bits 4bits 4bits 112bits

I

T Flag O:permanentlyassigned ("welknown") multicast address, assigned by IANA
1:nonpermanentlyassigned multicast address

P Flag 1 UnicastPrefixbased multicast address(RFC3306) #when P=1, T must be 1
R Flag 1 multicast addresshat RP address is embedd@@FC3956) #when R=1, P/T must be 1

Scope: limit the scope of the multicast group

0000(0) reserved 0101(5) site-local scope
0001(1) interfacelocal scope 1000(8) organizationalocal scope
0010(2) link-local scope 1110(E) global scope
0100(4) adminlocal scope 1111(F) reserved
ex)
PIM-SM(ASM) multicast address FF15::1234
PIM-SSM multicast address FF38::abcd
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Multicast Address Format

permanently-assigned multicast address: mainly used for control packets

FF02:0:0:0:0:0:0:1 Link local All IPv6 Nodes
FF02:0:0:0:0:0:0:2 Link local All IPv6 routers
FF02:0:0:0:0:0:0:C Link local DHCP server/relay agent

FF02:0:0:0:0:1:FFXX:XXXX Solicited node multicast address(xx:xxxx represents lower
HNoAGA 2F Yy2RSQa dzyAOlF adkl ye&«

RFC3306 Unicast-Prefix-based multicast address

If the user has global unicast IPv6 prefix, the user can have globally unique multicast
prefix that global unicast prefix is embedded in multicast prefix.

RPT
11111111 05|(|)5|1|:|1| Scope | Reserve Group ID

8hits 4bits 4bits 8bits 8b|its 64|1bits 32bits
ex): v ! ; |
FF3E:0040:2001:0123:c001:1100:0000:abcd
Plen=64 Unicast prefix grouplD

When the User has Unicast Prefix =2001:0123:¢c001:1100::/64.
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Multicast MAC Address for IPv6

128 Bits

FF3E:0040:2001:0123:¢c001:1100:

16 Bits 32 Bits
48 Bits

FF3E:0040:2001:0123:c001:1100:0000:abcd and
FF18:0040:2001:0234:1002:0010:0000:abcd

will have same multicast MAC address(L2-dest-address).

L2-switch may not be able to differentiate those IPv6 multicast address.
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What i1s Multicast ?
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Difference between Unicast and Multicast

Unicast: one to one communication

SrclP=A
DstIP =B

Multicast: one(or Many) to Many that joined to the group

end to whoever wan
Groupl information

Dst IP = Groupl(Multicast)

@ @ @ Transforming communications

for a world that’s always on. Alcatel-Lucent @12



Advantage of Multicast

Reduce the server load while sending same contents to many receivers
Effective use of network bandwidth

6Mbps x 1000 receivers
=>6Gbps Total e Server just sends 1 X

6Mbps Multicast stream
=> |Less server load

/NN

The stream is replicated on
network if needed.
=>Effective use of bandwidth

BoBoBo BoBoB
BoBoBo BoBopBo
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Multicast applicability

Residential Broadband
IP/TV, Live Streaming
Gaming,Contents download

Enterprise network
ELearning, broadcasting
Application delivery
Multipoint conference
Sensor network in Factory

Financial
Hoot and Holler
Financial systems(Stock exchange, etc)

Public

Video Surveillance for river, highway

information broadcasting(voice, disaster information)
information distribution in local town

@ ® ® Transformi
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IPv6 multicast service example

IPv6 multicast broadcasting system(i-InproVe) Remote Class
Remote class in preparatory schools '
Cost is 1/10 to compare with satellite broadcasting

- Initial cost: $several million => about $200k
- running cost: $100k/month => $10k/month

Popul ar teacher s c¢cl ass i s t ed
same quality in all areas, more per class profit http://becare.co.jp/service/case01.html

Emergency Earthquake information Receiver Application
distribution service(OCN) . [ —————
Emergency Earthquake information/Alert from —
Meteorological biz support center is distributed to
users with urgency/realtime/efficiency. - o

F=="1%2 54 52 40 .

http://www.ntt.com/jishinsokuho/index.htmi
contents distribution for kiosk hosts at Kiosk Host(Fami-port)

convenience stores. (FamilyMart) =

6,000 stores are dual-stack-ed

change from satellite to broadband with multicast

Distributing large volumes of data by multicast
like New product Add/manual for employee
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http://itpro.nikkeibp.co.jp/article/COLUMN/20060801/244849/?SS=imgview&FD=588483278

Multicast Protocols

source

I £ £ £
PIM PIM

MLD: for Signaling between Receiver and Router
PIM: for Signaling between Routers to build multicast
distribution tree

Receiver

©)
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Terminologies

ASource/Sender

i The host/server sending multicast traffic LA
AReceiver/Listener FHR/O: |

I The host that receives multicast traffic I
AUpstream & /\tﬁbR

I The direction traffic comes in S0LrCE X

ADownstream \)\\% |
LHR

I The direction traffic goes out

ARP Rendezvous Point Receiver
T In PIMSM, The router thafrendezvoussource and receiver info

AFirst Hop Router (FHR)
I The router that source Is connected

AlLast Hop Router (LHR)
I The router that receiver is connected

A(*,G)
I *:any source, G:group address
A(S,G)
I S:source address of multicast traffic, G:group address
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Terminologies

AMulticast Group Address
I Destination address for multicast traffic

AMulticast Group
I The group consist of sender and receiver

A MDT (Multicast Distribution Tree

I The tree used to distribute multicast traffic on the routers
I Shortest Path Tree(Source Tree), Shared Tree(RP tree)

A Join

I Joining to the multicast group to receive the traffic

ALeave(MLD)/Prune(PIM)
I Leave from the multicast group to stop receiving the traffic

AASM (Any Source Multicast)

I Multicast service that only specifies group address(does not specify
source address)

ASSM (Source Specific Multicast)
I Multicast service that specifies group and source address

ransforming communications o
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MLD(Multicast Listener Discovery)
vl/ v2
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MLDV1(RFC2710)

Used for signaling between Multicast Listener(Receiver) and
First Hop Router to inform/confirm the existence of multicast
listener.
wWSOSA @GSN
wWSOSA @GSN
group.

Router periodically sends MLD General Query to receiver
side, and confirm the existence of listener.

When the listener leave from the group, router sends
Multicast Address Specific Query to confirm no any other
listener is there.

MLD is subset of ICMPv6 protocol

AwSLI2NII ¢ (2

aSYyRA
AaSYyRa G52ySé¢ (2 GK

Py @8 rancfarr
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MLDv1 Packet Format

0 1 2 3
01234567890123456789012345678901
Type Code Checksum
Max Response Delay Reserved
Multicast Address
Type Field: Multicast Address Field:
130 : Multicast Listener Query - Report : Target Multicast Address
- General Query - General Query : zero
- Multicast-Address-Specific Query - Multicast-Address-Specific Query
131 : Multicast Listener Report :Target Multicast Address

132 : Multicast Listener Done
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Destination address, MLDv1 timers/variable
Message Types IPv6 destination Address
General Query link-scope alnodes (FF02::1)
Multicast-AddressSpecific Query Target multicast address
Report Target multicast address
Done link-scope aHrouters (FF02::2)

Default Timer/Variable

Query Interval 125 Sec

Maximum Response Delay 10000mSec

Multicast Listener Interval [Query Interval] * 2 + 10Sec = 260 Sec
(expire timer on router side)

Other querier Present interval [Query Interval] * 2 + 5Sec = 255 Sec
Unsolicited Report Interval 10Sec

Last Listener Query Count(Robustness Variablg)R

Last Listener Query Interval 1Sec
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MLDv1 Joining to the group
% %
2}
,CE

| Pve Src=Hostlow=l L|i nk
IPv6 Dst=FF18::1:1
ICMPV6/MLD Report
Multicast - Address=FF18::1:1

A Receiver sends MLD Report to Router for joining to
the group.
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